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“China almost certainly is capable of 

launching cyber attacks that would disrupt 

critical infrastructure services within the 

United States, including against oil and gas 

pipelines and rail systems.”
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De presentatie is geen uitdrukking van (persoonlijke) politieke overtuigingen

De bevindingen zijn slechts het resultaat van een open bronnen onderzoek door 

KPMG NL
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Interessegebieden van China

Alternatieve energie Zonne-energie, windturbines, hybride/elektrische auto’s

Biotechnologie
Biofabricage, biofarmaceutische producten, genetisch 

gemodificeerde organismen, behandeling van besmettelijke 
ziekten, geavanceerde vaccins en geneesmiddelen 

Defensie - lucht- en 
ruimtevaart en 

luchtvaartsystemen

Bewapening, maritieme systemen, radar, optica, ruimte-
infrastructuur en verkenningstechnologie 

High-end 
Manufacturing

Chemische productie, geavanceerde robotica, vliegtuigmotoren, 
hoogwaardige composietmaterialen, apparatuur voor 

geïntegreerde circuitfabricage en assemblagetechnologie 

Emerging Technology
Kunstmatige intelligentie, Big data-analyse, geavanceerde 
computerchips, netwerkapparatuur, quantum-computing en 

communicatie en de benodigde zeldzame aardmetalen
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Colin Kahl, undersecretary of defense for policy.

U.S. Department of Defense. “Official Talks DOD Policy Role in Chinese Pacing Threat, 

Integrated Deterrence.” Accessed February 8, 2022. 

“The country’s (red: China) offensive cyber 

capabilities rival or exceed that of the United 

States“

and

“China has built asymmetric capabilities that the 

United States is constrained against developing by 

international or domestic law.”
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Tianfu Cup



10Document Classification: KPMG Public© 2022 KPMG N.V., a Dutch limited liability company and a member firm of the KPMG global organization of independent member firms 
affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.



11Document Classification: KPMG Public© 2022 KPMG N.V., a Dutch limited liability company and a member firm of the KPMG global organization of independent member firms 
affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.



12Document Classification: KPMG Public© 2022 KPMG N.V., a Dutch limited liability company and a member firm of the KPMG global organization of independent member firms 
affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.



13Document Classification: KPMG Public© 2022 KPMG N.V., a Dutch limited liability company and a member firm of the KPMG global organization of independent member firms 
affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.



14Document Classification: KPMG Public© 2022 KPMG N.V., a Dutch limited liability company and a member firm of the KPMG global organization of independent member firms 
affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.



15Document Classification: KPMG Public© 2022 KPMG N.V., a Dutch limited liability company and a member firm of the KPMG global organization of independent member firms 
affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.



16Document Classification: KPMG Public© 2022 KPMG N.V., a Dutch limited liability company and a member firm of the KPMG global organization of independent member firms 
affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.



17Document Classification: KPMG Public© 2022 KPMG N.V., a Dutch limited liability company and a member firm of the KPMG global organization of independent member firms 
affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.

Artikel 7 van de nationale inlichtingenwet van China stelt: "Elke organisatie of burger moet het inlichtingenwerk 
van de staat ondersteunen, assisteren en eraan meewerken in overeenstemming met de wet, en alle kennis van 
het inlichtingenwerk van de staat geheimhouden.“

Artikel 28 van de Chinese cyberbeveiligingswet stelt: "Netwerkoperators bieden technische ondersteuning en 
assistentie aan […] veiligheidsorganen die de nationale veiligheid waarborgen en criminele activiteiten 
onderzoeken in overeenstemming met de wet."

Artikel 11 machtigt de Chinese inlichtingendiensten om informatie te verzamelen en te verwerken over alle 
activiteiten van "overzeese entiteiten of individuen" die de nationale veiligheid en belangen van China in gevaar 
brengen.

Wetgeving
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“vague and overbroad concepts of “national intelligence” and 
“national security” as used in this law”
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In hoeverre worden de volgende vragen al binnen uw organisatie gesteld? 
• Is mijn organisatie als sector interessant voor nation states?
• Hoe blijven wij op de hoogte van activiteiten en –mogelijkheden van 

statelijke actoren met een offensief cyberprogramma?
• Hoe ga ik om met mobiele datadragers wanneer ik naar een land reis met 

een offensief cyberprogramma? 
• Op welke manier kan buitenlandse inlichtingen- en cyberwetgeving voor 

mijn organisatie een risico vormen?
• Welk IP en/of bedrijf kritische afhankelijkheden heb ik te beschermen in 

de toeleveringsketen?
• Hoe ga ik om met insider threat? Hoe gaat mijn organisatie om met 

screening (en monitoring) van potentiële werknemers die gaan werken in 
de gevoeligste onderzoeksgebieden van mijn organisatie?

Food for thought …and how KPMG can help
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KPMG Cyber and privacy

Prevent Improve Detect Respond

Strategy & governance Transformation Cyber defense Cyber response

• Security assessment & certification
• Cyber strategy / Target Operating model 

dev.
• Chief Information Security Officer metric & 

reporting
• Information governance & privacy
• Third-party security risk management
• Cyber Risk Management
• Business continuity
• Operational resilience

• Identity and access management
• Security GRC
• Security technology architecture & 

E2E integration
• Program delivery & management
• SAP Security
• CRM Security
• Data Loss Prevention
• Capacity & capability development

• Technical assessments (incl. Red-
teaming & AMS)

• Cyber Threat Intelligence (CTI)
• Security operations and monitoring
• Security analytics

• Incident response, coordination and 
planning

• Digital investigations & remediation
• Forensics 
• Incident recovery support

Aligned with client business priorities and compliance needs

Expert detachering I Project en programmangement I Advies en thought leadership I Awareness & training
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For more information
Please contact:

Marcel van Kaam

Senior Manager KPMG Cyber
+31 6 2325 7205
vankaam.marcel@kpmg.nl

Justin Black

Senior Manager KPMG Cyber
+31 6 13017109
black.justin@kpmg.nl
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